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Agenda

 Cybercheck

. - Presentation (10 min.)

. - Go over questions from the group (30 min.)
. - Debrief as a Surv. Tech Group (15 min.)

* Coming Up

e (Questions
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Meeting slides



Drone as 1st Responder
SPD
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Drone as a 1st Responder

® Nico will be speaking with City Sr. Leadership to determine next steps and will inform the Surv. Tech. Group of this.



SPD — Cybercheck Digital Footprint
Tracker
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Which City department is requesting  [goll[€ABIIeE giy 0]
this technology?

Who will'be the'department contact for (RIS A=) R [H kI RSl 1§
this technology?

AlEE = sl S e el el = This is @ subscription service to generate investigative leads based on someone's potential "digital
technology that you are looking to footprint™. This service queries publicly accessible databases in order to generate potential
implement? investigative leads for persons of interest at the scene of a criminal incident. Their product is able to
query large batches of data exponentially faster than a single user could.

Do you have a vendor selected that you &S
would like to work with?

What is the name of the vendor? Cybercheck

Are you looking for this to be a pilot New Technology
program or a new technology
implementation?

e RS T sl el i = arina il [We wish to generate investigative leads on suspects who were potentially in the area of a criminal
technology? What do you hope to incident.
accomplish with this?

DLl (ol el WAl =il el =rdtel [ The data queried by this company is from publicly available databases
that is obtained will be stored?

Who'is the intended audience for this ™ [EEVAI I (o] (o=l 0 g
system?
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Do you know how long you plan 1 year (with option to renew)
on using this technology?

sl elleeetar i en v ier el E e It is a subscription service, no Syracuse Police user will have access to a software or hardware piece.
or software?

What type of information would The company captures publicly available connections which are made by asubjects device
ool e Bigernandpiisi=eglel (o478 linteracting with another device at a specific location of interest.

Have you started the Yes
procurement process for this yet?

Where are you currently at in Contacted Cybercheck and received a quote for one year subscription
the procurement process?

Is there anything else about This company has a law enforcement user make an investigative inquiry about a particular

(e ellerey A et et e TR el ocation involved in criminal activity. For example, a law enforcement user will advise the company
let us know about? about a crime occurring at a particular location and they will develop suspect information
independently. Law enforcement users will provide Cybercheck with pieces of the suspect’s “digital
fingerprint” and ask Cybercheck to query if any of these digital fingerprints are in the area of the crime
during that particular time. This company then generates possible investigative leads on "digital
fingerprints” that were in the area of the incident at that time. These digital fingerprints could be an IP
address or an email address which was trying to query devices for possible connections like a wireless
router or some type of Bluetooth device. The company describes these data as devices "waving" to each
other in an attempt to make a connection in the future. The easiest example to describe is when your
phone searches for WiFi in an area and recognizes the available networks within range. Cybercheck is
able to find those potential connections by querying publicly available data. Law enforcement users
are then able to follow up with further legal process with those generated investigative leads. 8
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Cybercheck

® Have list of questions for Cybercheck/SPD here
® Members have expressed desire in having Cybercheck speak with the group before we open up the public comment
period.

Questions regarding Cybercheck
Technology

# What types of information are collected by CybearCheck as part of the so-called “digital
fingerprint” and in the course of responding to a user request?

What data does CyberCheck purchase and from which third party vendors?

How does CyberCheck collect and analyze browsing and app usage history?

How does it track the location of people (historical and in real-time)?

What does a report or other output from CyberCheck look like? What information is
provided in response to a request?

How can an officer verify the data and ensure its accuracy and reliability?

# What meta-data is provided regarding the origin of sources for the so-called CybarDNA?
Are all responsive data traceable?

What types of data are scraped in the deep web to correlate and aggregate CyberDNA?
How does CyberCheck access router logs and other WiFi connection histories?

| | D o TN (N g TN R [N [ I N, o <R, | (N LN | I S | [ 1 — | |



https://docs.google.com/document/d/1nTHfd5LaNPSh1N5QYRUFBKmUc0I5enHQqMqjxfwVIsE/edit?usp=sharing
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Cybercheck

® Draft Cybercheck Policy

Syracuse Police Department
Policy Manual- DRAFT

Syracuse Police Department

Policy Manual

CyberCheck Intelligence Platform Usage

4711 PURPOSE AND SCOPE

The purpose of this policy is to establish guidelines for the use of CyberCheck software by the @
Syracuse Police Department.



https://drive.google.com/file/d/1hwrXk1qsHBX0xxhTdXs2wrlHOxDqEqmz/view?usp=drive_link

Surveillance Technology Policy and Data Governance 2022

Cybercheck

® Agenda:
- Rob Lindsay and Tori Cameron, Cybercheck Presentation (10 min.)
- Go over questions from the group (30 min.)
- Debrief as a Surv. Tech Group (15 min.)
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Coming Up

Presentation Schedule

Date Presenter Organization Topic
Jan. 14th, 2025 |lvey Clark Brennan Center for Social Justice Overview of the Brennan Centers Work
TBD Daniel Schwarz NYCLU TBD

If you have ideas for upcoming presenters, please email Jason Scharf at
ischarf@syr.gov



mailto:jscharf@syr.gov

Reference Slhides
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Review

Past Decisions

e Fotokite: Aerial UAS allowing for different perspectives during crisis response. Not
exempt, will go through the process.
O Press Release out, done with public comment period
O Public comments received, received comments from SPD
o0 Recommendation was sent to the Mayor
e Vacant Lot Monitoring: Sensor that detect changes in a scene to monitor lots for
dumping. Not exempt, will go through the process.
O Press Release out, done with public comment period
O Grandfathered in because the request was made before review process
e Community Asset Tracker: Camera with machine learning algorithm to identify objects
within the city.
o Assessed pilot, documentation provided
e COPS: Cameras strategically placed around the city to aid in policing
o Exempted

CITY OF SYRAQUSE 14
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Review

Past Decisions

e Samsara: Fleet management technology
O Assessed in previous session
Public comment period completed

©)
©)
@)

e Flock Safety/ALPRs: Street cameras that capture vehicle plates.
O Assessed in previous session
O Public comment period completed
o)

o

CITY OF SYRACUSE 5
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CITY OF SYRACUSE

Review

Past Decisions

Cyclomedia: Right of Way Imaging
O Public comment period completed
o)
o)

Dataminr: Social Media monitoring of violent posts.
o)
o)

Rubicon: Vehicle route optimization software
o STWG meton 9/27/22 and this was determined to not be a form of Surveillance

Opticom: Software that in an event of an emergency the Fire Department could switch

the traffic lights on their route to turn green for them.

o STWG meton 12/06/22 and this was determined to not be a form of Surveillance
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Review

Past Decisions

e Body-Worn Camera's (Code Enforcement):
o
o

e Automated Speed & Redlight Enforcement Technologies (DPW):
o)
o)

CITY OF SYRACUSE 7
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Review

Internal Norms

Attendance:
1. If members have unjustified absences for three meetings in a three month time period, the Surveillance Team Working Group
(STWG) Coordinators will reach out to the member.
2. The working group is required to have at least 50% of all members present before we hold a recommendation vote.
a. Ofthose present at least 40% should be non-city staff.

External Participants:
1. Outside participants should request permission before-hand to the APl team.
a. The APl team will inform the STWG before meetings if there will be outside participants joining the group.

Documentation for Community Review:
1. The notes from the STWG Sessions will be posted to the STWG Website after the meetings.

Letter of Commitment:
1. Is effective for one year, and is to be sent out annually.

View Attendance and Guest Norms 8



https://docs.google.com/document/d/10oIo5eBeYepGn45VDKTRWqBT8QxFT_ETiJDDvdzLhto/edit?usp=sharing
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Review

Service Level Agreements (SLAs)

2 - 6 Weeks Every 2 Weeks 2 Weeks 2 Weeks
(10-30 (10 Business Days) (10 Business Days) (10 Business Days)
Business Days)

Short duration

Initial submission to ) Public comment period: Submission of finalized form
determination of meeting to vote on ® |ssuance of press (by dept.) to time of
surveillance technolhogy release recommendation.
exemptions ®  Council meeting

Group will individually
research; departments will get
follow-up questions; group to

vote yes/no; and submit
recommendation.

CITY OF SYRACUSE 19
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STWG Planning (Review)

Update STWG
Website

e Tech Recommendations
e Meeting Notes and Slide
Decks

Connect with other cities doing
Surv. Tech Work

Revamp our approach to
community engagement

Complete Citywide departmental
training

e Determine Schedule for
refresher trainings (annually
or every 6 months)

LS

Complete an audit of technologies
currently used by the City as
Surveillance or Not h
Release an Annual

Report

e Including recommendations,
data that came from
recommendations, and if
stipulations are being
followed.

—~

Short Term
(April—=June
2022)

Medium Term
(July — September
2022)

Long term
(October 2022 -
December 2023)
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STWG Long Term Plan (Review)

Begin process of trying to
transfer STWG to a City
Ordinance

Determine Member's Term
Duration

Requires more planning
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Definition

Definition of a Surveillance Technology (According to Mayor’s Executive Order on Surveillance
Technology):

e Technologies that “observe or analyze the movements, behavior, or actions of identifiable
individuals in a manner that is reasonably likely to raise concerns about civil liberties,
freedom of speech or association, racial equity or social justice.”

22


https://ourcity.syrgov.net/wp-content/uploads/2020/12/Executive-Order-No2.pdf
https://ourcity.syrgov.net/wp-content/uploads/2020/12/Executive-Order-No2.pdf
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Questions

CITY OF SYRACUSE 23
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